Reversible data hiding in encrypted image (RDHEI) is a technology that can simultaneously implement privacy protection and reversible information hiding. For RDHEI, the main problem is the conflict between embedding capacity and real reversibility. In this paper, to solve such a conflict, a new block-level image encryption method is proposed to fulfill privacy protection while preserving the spatial correlation of pixels inside pixel block. On this basis, a new reversible data hiding method based on block selection is also proposed. Specifically, pixel blocks are classified into embeddable block (EB) and non-embeddable block (NEB). Then, additional data is embedded into only EBs and the position file locating EB is also embedded using a new self-embedding method. Experimental results demonstrate that the proposed method not only achieves high embedding capacity, but also guarantees lossless data extraction and perfect image recovery.
I. INTRODUCTION
Data hiding is a technique that embeds additional data into a cover medium without adding additional storage space [1] , [2] and it is widely used in information security applications such as copyright protection, information authentication and access control [3] , [4] . Traditional data hiding technology would cause certain distortion to the cover medium [5] , [6] . However, even a slight distortion is unacceptable in some special scenarios such as military, medical and law [7] . Therefore, reversible data hiding (RDH) is desired. RDH is a technique to embed additional data into a cover medium and meanwhile the cover medium can be restored after data extraction [8] , [9] . Up to now, many RDH methods have been proposed [8] - [28] and they are mainly classified into three categories [15] , [29] : histogram shifting (HS) based [8] , [9] , [13] - [19] ; lossless The associate editor coordinating the review of this manuscript and approving it for publication was Lei Wei . compression based [20] - [24] and difference expansion (DE) based [10] - [12] , [25] - [28] . Recently, a popular RDH application is to embed management information into personal images stored on cloud server. For privacy protection, user's images are usually encrypted before uploading [8] . As the entropy of the encrypted image is maximized, traditional RDH methods for plaintext images are no longer suitable. To solve this issue, reversible data hiding in encrypted images (RDHEI) has attached considerable research interest.
The first RDHEI method was proposed by Zhang [30] . In this method, the cover image is first encrypted by typical stream cipher and divided into a number of non-overlapping blocks. Then, the three least significant bits (LSBs) of half of pixels in block are flipped to carry an additional bit. The authorized receiver who has the data-hiding key and decryption key, will fulfill data extraction and image recovery with a fluctuation function which computes the fluctuation value of pixel block. Afterwards, Hong et al. [31] ameliorated Zhang's method by introducing a new fluctuation function VOLUME 7, 2019 This work is licensed under a Creative Commons Attribution 4.0 License. For more information, see http://creativecommons.org/licenses/by/4.0/ and a new technique called side matching. Liao and Shu [32] proposed another fluctuation function which classifies pixels into three categories. The extraction error rate of Liao's method is obviously reduced with the increase of block size. Khanam et al. [33] reduced the extraction error rate of Zhang's method by proposing a new fluctuation function. Another improved version of Zhang's method is proposed by Bhardwaj and Aggarwal [34] with the idea of further dividing pixel block into n(n = 2, 3, 4, · · · ) sub-blocks each of which carries one additional bit. For the aforementioned methods, data extraction and image recovery generally rely on the spatial correlation of pixels. That is to say, decryption is required for data extraction and image recovery. Furthermore, additional data is embedded into every pixel block. In this way, extraction error will be possible due to the fact that the fluctuation function may fail to tell the flipped part of pixel block, especially with small block size. And once large block size is adopted, the embedding capacity will be greatly limited. For a practical RDHEI method, data extraction should be permitted in encrypted domain and high capacity should also be provided. To accomplish these goals, a new separable RDHEI method with high capacity is proposed in this paper. Different from previous methods [30] - [34] , additional data is only embedded into embeddable block (EB) where the hidden bit can be correctly extracted. The contributions of the proposed method can be summarized as follows:
• A new block-level encryption method is proposed. With this method, not only image content is effectively protected but also the encrypted block and the original one have a high similarity in complexity. This allows the data hider to distinguish EB and embed position file into the encrypted image containing additional data.
• A new complexity analysis method is proposed. With this method, the complexity of the pixel block can be analyzed, and some spacial information can be revealed. This can be used as a means of attacking encrypted images to verify the security of the encryption method.
• A new self-embedding method based on pixel segmentation is proposed in this paper. Using the proposed selfembedding method of this paper, the position information of the EB can be embedded into the encrypted image without destroying the image reversibility.
• A new RDHEI method is proposed. Compared with related methods, the new method has the following advantages:
-Real reversibility: Whereas reversibility depends on block size in previous methods, the proposed method ensures zero extraction error for any block size and thus achieves real reversibility. -High capacity: The cover image is better utilized, i.e., despite the blocks that may cause extraction error, other blocks still can be utilized for data embedding. As a result, the embedding capacity is greatly increased. The remaining parts of this paper are organized as follows. Section II briefly introduces the previous methods [30] - [34] . The detail of the proposed method is given in Section III and the result and analysis of experiments are given in Section IV. At last, the paper is concluded in Section V.
II. RELATED WORKS
The previous methods [30] - [34] share the same sketch shown in Fig.1 . As it is shown, there are three participants including content owner, data hider and receiver. First, the content owner uses the encryption key to encrypt the cover image. After that, the encrypted image is transferred to the data hider (e.g., the cloud server manager). Then, some additional data is embedded into the encrypted image using the data-hiding key even nothing about the image content is known. At last, the receiver (e.g., the content owner or other authorized participants) extracts the hidden data with the data-hiding key and meanwhile recover the original image with the encryption key.
In Zhang's method [30] , all pixels are first decomposed into binary bits and then encrypted image is generated by encrypting each pixel bit by bit with a standard stream cipher such as RC4 or SEAL. For data embedding, the encrypted image is segmented into a number of non-overlapping blocks. Next, pixels in block are pseudo-random divided to two equal sets denoted by S 0 and S 1 using the data-hiding key. If the additional bit to be embedded is 0, the three LSBs of pixels in S 0 are flipped. Otherwise, those of pixels in S 1 are flipped. With the encrypted image containing additional data, the authorized receiver first decrypts it using the decryption key and divides it into pixel blocks each of which is to be divided into two equal sets S 0 and S 1 using the data-hiding key. Next, the three LSBs of pixels in S 0 are flipped to form a new decrypted pixel block S 0 , meanwhile, the three LSBs of pixels in S 1 are flipped to form another new decrypted pixel block S 1 . Then, the fluctuation values of two new pixel blocks S 0 and S 1 are calculated using the fluctuation function.
In view that the original pixel block is smoother than the inferred one, the block having relatively smaller fluctuation value is taken as the original pixel block and the hidden bit is extracted meanwhile.
One direct deficiency of Zhang's method is that pixels in four borders are neglected by the fluctuation function. This would reduce the precision of fluctuation value and thus lead to extraction error. Such risk can be avoided by large enough block size, but it will cause lower embedding capacity. Later, Hong et al. [31] proposed a new fluctuation function employing all pixels in block and a technique called side matching for extraction error rate reduction. During data extraction and image recovery, the absolute difference between fluctuation values of original pixel block and the interfered one (i.e., S 0 and S 1 ) is first calculated. Then, pixel blocks are successively processed in the descending order of that absolute difference. In this way, side pixels of adjacent pixel block which has already been recovered can help to better evaluate the fluctuation value.
The fluctuation function is further improved in Liao's method [32] by classifying pixels in block into three categories: pixels in four vertexes, pixels in four borders except four vertexes and pixels in the middle of block. Then, the fluctuation value of each pixel is discriminately calculated for higher precision. Khanam et al. [33] proposed another improved version of Zhang's method [30] . The extraction error rate is decreased with a new fluctuation function. However, the new function also considers only the inside pixels of the pixel block to evaluate the fluctuation value. For this reason, the embedding capacity is restricted. To improve the embedding capacity, Bhardwaj and Aggarwal [34] proposed another improved version of Zhang's method. After encrypted image division, each pixel block is re-segmented into n(n = 2, 3, 4, · · · ) sub-blocks each of which carries one additional bit. However, the fluctuation value is obtained by calculating the whole pixel block although it is divided into n sub-blocks. Therefore, the embedding capacity is expanded n times. However, Bhardwaj's method has the same fluctuation function as Zhang's method. Meanwhile, all pixel blocks are used to carry additional bits. Therefore, the embedding capacity is not high enough for RDHEI applications.
In addition, all aforementioned methods are joint RDHEI, where ''joint'' means that image decryption and data extraction can not be performed independently. This is not conducive to flexible use of RDHEI method due to the fact that data extraction can only be carried out after image decryption. In the next section, a new separable RDHEI method will be proposed, where ''separable'' means that data extraction and image decryption are independent of each other.
III. PROPOSED METHOD
Following the principle of embedding one additional bit into a pixel block by flipping the three LSBs of half of pixels, the embedding capacity actually depends on the smallest block size such that the hidden bit can be correctly extracted from every pixel block. In previous methods the extraction error ratio has been continuely reduced by new fluctuation function with higher precision, however, the smallest block size that meets reversibility is still incapable of providing sufficient capacity. In this paper, we propose to only embed additional data into pixel block where the hidden bit can be correctly extracted. To accomplish this, pixel blocks must be accurately distinguished into embeddable block (EB) and non-embeddable block (NEB). The sketch of the proposed method is illustrated in Fig.2 . As it is shown, a position file that locates EB and NEB is also embedded into the encrypted image using traditional RDH method such as [35] , [36] .
The details of our proposed method will be given, which include three stages: image encryption; data hiding; data extraction and image recovery.
A. IMAGE ENCRYPTION
In the proposed method, image encryption consists of blocklevel encryption and block-level scrambling. 
1) BLOCK-LEVEL ENCRYPTION
Suppose that the cover image is a M × N sized gray-scale image with gray value falling into [0,255]. Then, every pixel can be decomposed into eight binary bits using Eq.1, where p i,j denote the gray value of pixel located at [i, j] and . is the flooring function.
After decomposing all pixels, the cover image is divided into a number of s 1 × s 2 sized non-overlapping blocks.
Here, the number of pixel blocks denoted by L is obtained using Eq.2.
Next, a M /s 1 × N /s 2 sized pseudo-random matrix is generated with the encryption key and a standard stream cipher. Then, all pixels are encrypted using Eq.3, where b m (i, j, k) and e m (i, j, k) denote the original and encrypted bits of the pixel located at [i,j] in the m-th block, r m (k) denote the binary bits of the m-th element in pseudo-random matrix.
Finally, the gray value of the encrypted pixel located at [i,j] in the m-th block is obtained using Eq.4.
By setting the block size as 2 × 2, the standard test image Lena is encrypted and decrypted here. As shown in Fig.3 , the decrypted image is exactly the same as the cover image. This means that the receiver who has the decryption key can get the exact image content. For the encrypted image, the image content is completely unreadable. However, this does not mean that image content has been perfectly protected. Due to block-level encryption, the original block and encrypted block would have a high similarity in complexity. Therefore, some technologies such as complexity analysis can be used to reveal some contents. In this paper, complexity analysis is executed as follows:
Step 1: The encrypted image is segmented into a number of non-overlapping blocks with the size of m × n.
Step 2: For each pixel block, the average of all pixels denoted by Pval is first obtained using Eq.5, where p i,j denote the pixel located at [i,j] in block. After that, the average of absolute differences between every pixel and Pval denoted by Fval is obtained using Eq.6.
Step 3: For complex block with Fval larger than a predefined threshold, all pixels are changed to 0. For others all pixels are changed to 255. Then, complexity analysis ends with the outline of the encrypted image obtained. Otherwise, alternately enlarge m and n by 2 and turn to Step 1.
The complexity analysis result of Fig.3 (b) is shown in Fig.4 , from which we can see that numerous contents of the cover image are revealed. Therefore, the second phase of encryption is quite desired.
2) BLOCK-LEVEL SCRAMBLING
In the proposed method, block-level scrambling is adopted for the second phase of encryption. Specifically, the image encrypted by the first phase of encryption is divided into pixel blocks once again. Then, all pixel blocks are scrambled using the encryption key. The cover image Lena, the final encrypted version and the corresponding complexity analysis result are shown in Fig.5 , from which we can see that image content has been effectively protected so far, i.e., the image content is completely unreadable and no content can be revealed by complexity analysis. Thus, even if the encrypted image may be captured by malicious attackers during transmission, the privacy protection of the content owner still can be guaranteed.
B. FLUCTUATION FUNCTION
The fluctuation function of Liao's method [32] is adopted here. Specifically, all pixels in block are classified into three categories, including pixels in the four vertexes, pixels in four borders except four vertexes and pixels in the middle of block. Then, for a s 1 × s 2 sized pixel block, the fluctuation value denoted by F is calculated using Eq.7, Eq.8, Eq.9 and Eq.10.
C. DATA HIDING After receiving the encrypted image, the data hider would embed some additional data (e.g., management information) into it even though he knows nothing about the content of cover image. The embedding process is implemented as follows:
Step 1 (Image partition): The M ×N sized encrypted image is segmented into a number of non-overlapping blocks with the size of s 1 × s 2 .
Step 2 (Block classification): For each block B 0 , a new block B 1 is obtained by flipping the three LSBs of every pixel in it. Then, the fluctuation values of B 0 and B 1 , denoted by D 0 and D 1 , are calculated. If D 1 > D 0 , B 0 is taken as an EB. Otherwise B 0 is taken as an NEB. By indicating EB and NEB with 1 and 0, a M /s 1 × N /s 2 sized binary matrix is created here as a position file.
Step 3 (Self embedding): The position file which is required for data extraction and image recovery is embedded into the five most significant bits (MSBs) using traditional RDH method. For one thing, the complexity of the encrypted pixel block is very similar to that of the original one; for another, the block size can be minimized to 2 × 2 such that sufficient capacity is provided by RDH methods such as [23] , [35] - [37] .
Step 4 (Data hiding): A sufficient number of EBs are selected using the data-hiding key. For each of them, it is divided into two equal sets E 0 and E 1 using the data-hiding key. If the additional bit is 0, the three LSBs of every pixel in E 0 are flipped. Otherwise, those in E 1 are flipped.
D. DATA EXTRACTION AND IMAGE RECOVERY
In the proposed method, image encryption and data hiding are completely independent. Therefore, according to the availability of decryption key and data-hiding key, three kinds of receivers appear in proposed method: the receiver who only has the data-hiding key, the receiver who only has the decryption key, the receiver who has both the data-hiding key and decryption key.
Case 1: For the receiver who has only the decryption key, he first extracts the position file from the received image and obtains the encrypted image containing additional data. Here, the embedded data cannot be extracted for the lack of data-hiding key. With the decryption key, the receiver can only roughly recover the original image. Specifically, the encrypted image is divided into pixel blocks. Then, all pixel blocks are re-permuted to remove the scrambling. Next, a M /s 1 × N /s 2 sized pseudo-random matrix is generated using the decryption key. Finally, the gray value of pixel located at [i,j] in the m-th block is recovered using Eq.11 and Eq.11, where r m (k) denote the binary bits of the m-th element in pseudo-random matrix. b m (i, j, k) = e m (i, j, k) ⊕ r m (k) k = 0, 1, · · · , 7 (11)
b m (i, j, k) × 2 k k = 0, 1, · · · , 7 (12)
As only the three LSBs are modified for carrying additional data, the five MSBs must have been exactly recovered. As a result, the recovered image is highly similar to the original image.
Case 2: The receiver who has only the data-hiding key can be the cloud server manager. The server manager may want to update the embedded data. In that case, the extraction process should be implemented in encrypted domain. Specifically, the position file is first extracted from the received image. Then, the encrypted image is divided into pixel blocks. For EB, pixels are divided into two equal sets E 0 and E 1 using the data-hiding key. Next, the three LSBs of pixels in E 0 are flipped to form a new block E 0 , meanwhile, the three LSBs of pixels in E 1 are flipped to form another new block E 1 . Finally, the fluctuation values of E 0 and E 1 denoted by D 0 and D 1 are calculated using the fluctuation function. If D 0 < D 1 , the hidden bit is 0 and E 0 is the original block. Otherwise, the hidden bit is 1 and E 1 is the original block.
After processing all selected EBs, the embedded data and the original encrypted image (i.e., the one uploaded by the content owner) are obtained. Case 3: The receiver who has both the data-hiding key and the decryption key not only extracts the embedded data but also recovers the original image. And the detailed procedure can refer to case 1 and case 2.
IV. EXPERIMENTAL RESULTS
In this section, several experiments including recovery comparison, error rate comparison, embedding capacity comparison, embedding capacity comparison with different encryption keys, fluctuation function comparison and security analysis are conducted to evaluate the performance of the proposed method. Fig.6 shows twelve 512 × 512 sized test images with pixel value ranging from 0 to 255. All of these images are available from standard image database [38] .
A. RECOVERY COMPARISON AND ANALYSIS Fig.7 and Fig.8 show the experimental results of images ''Lena'' and ''Baboon'', where the length of additional data is 4096 bits. Fig.7(a) and Fig.8(a) show the original images. As we can see, these two images are very different in smoothness. Referring to Fig.7(b) and Fig.8(b) which show the encrypted images, image content is unreadable to the receiver without the decryption key. Therefore, the privacy of the content owner is well protected by image encryption. The marked images are shown in Fig.7(c) and Fig.8(c) . For a receiver who lacks the data-hiding key and the decryption key, he can neither extract embedded data nor get any content of the cover image. It is noted that he still has access to the location file, however, this is not enough for data extraction. Fig.7(d) and Fig.8(d) show the directly decrypted images. As we can see, they have high visual quality. Finally, referring to Fig.7 (e) and Fig.8(e ) which show the recovered images, two test images with different smoothness are perfectly recovered. Fig.9 and Fig.10 show the recovery results using previous methods, where the white blocks refer to those cannot be recovered. As we can see, all related methods fail to losslessly extract the embedded data and perfectly recover the test images when the length of additional data is 4096 bits. In other words, the related methods cannot embed 4096 bits of additional data into these test images. Compared with them, the proposed method is obviously more suitable for RDHEI applications.
B. COMPARISON OF EXTRACTION ERROR RATE
To further evaluate the performance of the proposed method, comparison of extraction error rate between the proposed method and related methods [30] - [34] is presented in Fig. 11 . As it is shown, whereas the error rates of related methods grows rapidly with more and more data embedded, the error rate of the proposed method remains zero for a long time. Specifically, related methods have minimum error rate of 3.4% and maximum error rate of 37.84% when 16384 bits of additional data are embedded. To ensure real reversibility, the payload of all related methods must be very small. On some test images such as ''Stream'', ''House'', ''Barbara'' and ''F16'', extraction error still can be found even the length of additional data is 256 bits. Based on this, we conclude that the proposed method is more suitable than related works for RDHEI applications. Table 1 presents the comparison of maximum embedding capacity between the proposed method and related methods. On all test images, whereas the embedding capacity of related method ranges from 81 to 1764 bits, 121 to 2601 bits, 64 to 1764 bits, 81 to 1764 bits, 162 to 2352 bits respectively, that of the proposed method ranges from 28422 to 31592 bits. Apparently, the embedding capacity is significantly improved by the proposed method. Moreover, the embedding capacity variation of the proposed method on different images is quite acceptable. This demonstrate that the proposed method can stably provide high capacity for RDHEI applications. 
C. EMBEDDING CAPACITY COMPARISON

D. PERFORMANCE ANALYSIS WITH DIFFERENT ENCRYPTION KEYS
To our knowledge, the encrypted image varies with encryption key and determines the embedding capacity. Table 1 presents the comparison of maximum embedding capacity using five different encryption keys. It is seen that the embedding capacity of the proposed method is not seriously affected by the encryption key. Such feature is quite conducive to RDHEI applications.
E. PERFORMANCE ANALYSIS WITH DIFFERENT FLUCTUATION FUNCTIONS
To evaluate the performance of different fluctuation functions, all related fluctuation functions are adopted by the proposed method to conduct the comparison of maximum embedding capacity using different fluctuation functions. As shown in Table 3 , for all test images the fluctuation function of Liao's method guarantees the highest embedded capacity. That's why Liao's fluctuation function is chosen by the proposed method. 
F. SECURITY ANALYSIS
To verify the security of the proposed method, it is assumed that there are three types of attackers including the attacker who has neither the decryption key nor the data-hiding key, the attacker who has only the decryption key, the attacker who has only the data-hiding key. The details of security analysis are given as follows:
Case 1: The attacker has neither the decryption key nor the data-hiding key. In this case, the position file can be extracted from the obtained image. However, due to the lack of datahiding key, he cannot locate the EBs carrying additional data, never mind divide EB into two equal sets. As a result, data extraction is not allowed. On the other hand, the decryption of the encrypted image containing additional data is not allowed either due to the lack of decryption key. In summary, the embedded data and image content are unavailable for the attacker who has neither the decryption key nor the datahiding key.
Case 2: The attacker who has only the decryption key wants to obtain the embedded data. In this case, according to our discussion in case 1, the attacker without data-hiding key cannot get the embedded data. Therefore, the embedded data is opaque to the attacker and we conclude that the proposed method guarantees the security of embedded data.
Case 3: The attacker who has only the data-hiding key wants to read the image content. In this case, the originally encrypted image can be obtained by the attacker. However, due to the lack of decryption key, the attacker cannot decrypt the encrypted image. The contents of the original image are not readable for the attacker. Therefore, the proposed method can protect the privacy of the image owner.
As discussed above, the proposed method can prevent embedded data from being read by unauthorized receivers while protecting the security of image content.
V. CONCLUSION
A novel high capacity separable RDHEI method is proposed in this paper. After dividing the cover image into a series of pixel blocks, block-level encryption and block-level scrambling are conducted to obtain the encrypted image. Then, additional data is embedded into the EBs using the datahiding key. The receiver who has only the decryption key can get a high quality directly decrypted image. The receiver who has only the data-hiding key can losslessly extract the additional data and the receiver who has both the decryption key and the data-hiding key can losslessly extract the additional data and perfectly recover the cover image. Experimental results show that the proposed method significantly improves the embedding capacity, meanwhile, the data extraction and image recovery are free from any error. Compared with related methods, the proposed method has better potential for RDHEI applications. In the future we will study how to further improve the embedding capacity.
